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Ha PbIHKE

——————————————————————————————————————————

__________________________________________

Web Application Firewall (WAF) — mexxceTeBo 3KpaH YPOBHSA MPUI0XKEHNS

Knaccnyeckoe C3M pna 3awmTbl Beb6-npmnnoxeHnu, APl-nHtepdencos

AHTN-60T — cpeACTBO 3aLLMTbl OT BpeOHOCHbIX 60TOB

AHTU-DDOS — cpeacTBO 3aLMTbI OT AaTAaK HA KaHa



3apava, kak y WAF, HO gpyrmm cnocobom v

. ' KypHanbl E
I-IJAML ' Beb-cepBepa !

—————————————




ANA pasMblllieHnA v

Bce ninm Beb6-pecypcbl Ha BHELWHEM nepuMeTpe 3almiieHbl WAF?

Bce nn kputnyeckme b6mMsHec-cMcTteMbl B KOPMOPATUBHOM CeTH 3aLumLLeHbl WAF?

CKOJIbKO 1 KaKkune aTaky nponyckaet mon WAF?



Ha Bxoa nopatrorca »<ypHaibl Beb-pecypcoB

91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET / nuxt/B28oeRTT.js HTTE/1.1" 200 4833% "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; =x64; rv:128.0) Gecko/20100101 Firefox/128.0"

91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET / nuxt/BTUtj78 .js HTTE/1.1" 200 &332 "-" "Mozilla/53.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/12B8.0"

91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET f_puxthZ?Wfin.js HTTE/1.1" 200 371%% "-" "Mozilla/5.0 (Windows NT 10.0; Winéd; x=64; rv:128.0) Gecks/20100101 Firefox/123.0"

$1.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET f_nuxthDQObzGD.js HTTR/1.1" 200 33583 "-" "M-oz1118/5.0 (Windows NT 10.0; Win6d; x64; rv:128.0) Geckos/20100101 Firefox/128.0"

91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET / nuxt/CrETac-T.js HTTE/1.1" 200 20526 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:128.0) Gecko/20100101 Firefox/128.0"

91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET / nuxt/BIGtEé&mf.js HTTE/1.1" 200 40386 "-" "Mozilla/53.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/12B8.0"

91.244.183.5 - - [30/Jul/2024:15:26:31 +0300] "GET f_puxtfns?ﬁcvlT.js HTTE/1.1" 200 285 "-" "Mczilla/S5.0 (Windows NT 10.0; Wingd; x=64; rv:128.0) Gecko/20100101 Firefox/128.0"

$1.244.183.5 - - [30/Jul/2024:15:26:31 +0300] "GET f_nuxthQ_rrzxf.js HTTER/1.1" 200 241 "-" "Mozilla/S5.0 (Windows NT 10.0; Wing4; =x=64; rv:128.0) Gecko/ /20100101 Firefox/128.0"

51.244.183.5 - - [30/Jul/2024:15:2&:31 +0300] "GET /pattern.png HTTE/1.1" 200 1&81 "-" "Mozilla/ /5.0 (Windows NT 10.0; Win64; x@4; rv:128.0) Gecko/20100101 Firefox/128.0"

158.160.111.152 - - [30/Jul/2024:15:26:35 +0300] "GET / HTTP/1.1" 200 161407 "-" "Mp=zilla/5.0 (¥11l; Linux x86¢ &4) RppleWebEit/537.36 (EHTML, like Gecko) Chreome/80.0.3%B87.132 Safari/537.36"

10.10.4.254 - - [30/Jul/2024:15:26:35 +0300] "GET / HTTP/1.1"™ 200 161386 "-" "Mpzills/ /5.0 (¥X1l; Linux xBs 64) ZppleWebKit/5337.36 (REHTML, like Geckso) Chrome/80.0.3%87.132 Safari/537.3&"

51.244 .183.5 - - [30/Tul/2024:15:2&:35 +0300] "gET / HTTE/1.1" 200 161102 "-" "Mo=zi111la/5.0 (Windows NT 10.0; Win&4; x64; rv:123.0) Gecko/ /20100101 Firefox/128.0"

51.244.183.5 - - [30/Jul/2024:15:26:35 +0300] "GET f_nuxtfdefault.ﬂFlBaBGZ.EBE HTTE/1.1™ 200 S42 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/1285.0"

91.244.183.5 - - [30/Jul/2024:15:26:35 +0300] "GET / nuxt/entry.DvZBtR9%g.css HTTP/1.1" 200 5350 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"

51.244 .183.5 - - [30/Jul/2024:15:2&:35 +0300] "GET f_nuxtfscapeld.BelvsGND.css HTTE/1.1" 200 2639 "-" "Mozi11a/5.0 (Windows NT 10.0; Winéd; x64; rv:128.0) Gecko/20100101 Firefox/123.0"

51.244.183.5 - - [30/Jul/2024:15:2&6:36 +0300] "GET /api/vl/flags/status HTTE/1.1" 200 846 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; =64; rv:128.0) Gecks/20100101 Firefox/12B.0"

1568.160.111.152 - - [30/Jul/2024:15:27:05 +0300] "GET / HTTE/1.1™ 200 161355 "-" "Mcozilla/5.0 (¥11l; Linux x86_ 64) ZppleWebFit/537.36 (EHTML, like Gecko) Chrome/80.0.35%87.132 Safari/537.36"

10.10.4.254 - - [30/Jul/2024:15:27:05 +0300] "GET / HTTP/1.1" 200 161412 "-" "Mozilla/5.0 (X1l; Linux =86 64) RppleWebFit/537.36 (EHTML, like Gecko) Chrome/80.0.3987.132 3Safari/537.36"

10.10.4.254 - zbx monitor [30/Jul/2024:15:27:14 +0300] "GET /api/overview HTTE/1.1"™ 400 248 "-" "-"

10.10.4.254 - zbx monitor [30/Jul/2024:15:27:15 +0300] "GET /api/nodes/rabbit?memory=true HTTE/1.1" 400 248 "-" "-"

10.10.4.254 - sz_mDnitDr [30/Tul/2024:15:27:16 +0300] "GET /api/queues HTTE/1.1" 400 245 "-" "-"

158.160.111.1532 - - [30/TJul/2024:15:27:35 +0300] "GET / HTTE/1.1" 200 161387 "-" "Mezilla/3.0 (¥X1l; Linux x86_61) ZppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 safari/537.3&"

10.10.4.254 - - [30/Jul/2024:15:27:35 +0300] "GET / HTTER/1.1"™ 200 1£l1404 "-" "Mpozilla/5.0 (¥1ll; Linux xB& 64) ZppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.35%87.132 Safari/537.36"

158.160.111.152 - - [30/Jul/2024:15:28:04 +0300] "GET / HTTE/1.1" 200 161384 "-" "Mc=zilla/5.0 (¥1l; Linux x86 &4) AppleWebRit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 Safari/537.36"

10.10.4.254 - - [30/Jul/2024:15:28:05 +0300] "GET / HTTP/1.1" 200 1613%8 "-" "Mozilla/5.0 (¥1l; Linux =86 64) RppleWebFit/537.36 (EHTML, like Gecko) Chrome/80.0.3987.132 3afari/537.36"

10.10.4.254 - zbx monitor [30/Jul/2024:15:28:14 +0300] "GET /api/overview HTTE/1.1"™ 400 248 "-" "-"

10.10.4.254 - zbx monitor [30/Jul/2024:15:28:15 +0300] "GET /api/nodes/rabbit?memory=true HTTE/1.1" 400 248 "-" "-"

10.10.4.254 - zbx moniteor [30/Jul/2024:15:28:16 +0300] "GET /api/gueues HTTE/1.1" 400 248 "-" "-"

158.160.111.152 - - [30/Jul/2024:15:28:34 +0300] "GET / HTTP/1.1" 200 161334 "-" "Mp=zilla/5.0 (¥1l; Linux x86¢ &4) RppleWebEit/537.36 (EHTML, like Gecko) Chreome/80.0.3%87.132 Safari/537.36"

10.10.4.254 - - [30/Jul/2024:15:28:35 +0300] "GET / HTTP/1.1"™ 200 161355 "-" "Mpzillse/ /5.0 (¥X1l; Linux xB&_64) LppleWebFit/537.36 (EHTML, like Gecko) Chrome/80.0.3%87.132 Safari/537.3&"

158.160.111.152 - - [30/Jul/2024:15:2%:04 +0300] "GET / HTTE/1.1"™ 200 161408 "-" "Mo=zi1la/5.0 (¥X1ll; Linux x86 64) ZppleWebFEit/537.36 (EHTML, like Gecko) Chrome/80.0.35%87.132 Safari/537.36"
254 - - [30/Jul/2024:15:25:05 +0300] "GET / HTTER/1.1" 200 16140% "-" "Mczilla/5.0 (X1l; Linux x86 &4) AppleWebEit/537.36 (RHTML, like Gecko) Chrome/80.0.3587.132 Safari/337.36"

10.10.4.
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Ha Bbixoae —
n ceccuu

IP anpec # PucK 1 User-Agent #

34.143170145  Huskwii prok Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom...
51.7753.200 Huakmii puok Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom...
92.223.85.66 HuaKMHi pHoK Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom...
92.223.85.73 HuaKuil prck Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom...
158.160.111.152 Puck orcytere.. Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.398..
10.10.4.254 Puck otcytere.. Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.398..
80.251.239.97 Puck orcytcte.. Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chr...

260.49.155 Puck otcytete..  Mozilla/5.0 (Windows NT 10.0.0; Win64: x64: ) AppleWebKit/537.36 (KHTML, like Gecko) Chr..

158.160111152 Puck otcytere..  Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.398...
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Jloru ceccumu (41) B lMoacBeyeHHble CTPOKK — ~

Oexoguposare~-[la ®x COHpPOCHTE dMNETPRI
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l 2.60.49.155 &
l 2.60.49.155 @&
l 2.60.49.155 &

26049155 ¢
260.49.155 g
260.49.155 &
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60.49.155 &

l 2.60.49.155 &

260.49.155 &
260.49.155 g
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260.49.155
26049155 @

N 2.60.49.155 |

26049155 @

l 2.60.49.155 B

[30/Jun/2024-:02:22-19 +03001 " GET / HTTP/11 " 162081 " " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/entry.DvZ8tR9qg.css HTTP/1.1 " 5590 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.

[30/Jun/2024-:02:22-20 +0300] " GET /_nuxt/VMenu.BPGelWQH.css HTTP/1.1 " 488 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/default.CF13a902.css HTTP/11 " 942 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.
[30/Jun/2024-02:22-20 +0300] " GET /_nuxt/scopeld.Belvs6ND.css HTTP/11 " 2639 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/index.DyT_4eEk.css HTTP/11 " 530 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71
[30/Jun/2024:02:22-20 +0300] " GET /_nuxt/VOverlay.C9cizOCC.css HTTP/1.1 " 895 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
[30/Jun/2024:02:22:20 +03001 " GET /_nuxt/VRow.mP8hOfTX.css HTTP/1.1 " 1401 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.
[30/Jun/2024-:02:22-20 +0300] " GET /_nuxt/VToolbar.CdjJYOvH.css HTTP/1.1 " 2471 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
[30/Jun/2024:02:22:20 +03001 GET /_nuxt/VTooltip.C4kbVUGE.css HTTP/1.1 " 592 " - " ¥ Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
[30/Jun/2024-:02:22-20 +0300] " GET /_nuxt/ClbnJsn2.js HTTP/11 " 6786 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +0300] " GET /_nuxt/VCard.CjZDZAt3.css HTTP/1.1 " 1663 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.7
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/B9ddmVw3.js HTTP/1.1 " 2675 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not
[30/Jun/2024:02:22:20 +03001 " GET /_nuxt/BblU7CIY.js HTTP/1.1 " 426 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A.B
[30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/CT5Potljjs HTTP/1.1 " 2209 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A_H
[30/Jun/2024:02:22:20 +03001 " GET /_nuxt/DesydpPX.js HTTP/1.1 " 3831°" - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +03001 " GET /_nuxt/DoSNvi_Tjs HTTP/1.1 " 7942 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
[30/Jun/2024:02:22:20 +03001 " GET /_nuxt/COvSeaCO0.js HTTP/1.1 " 2258 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-
[30/Jun/2024-:02:22:20 +03001 GET /_nuxt/Dy7pYeYk.js HTTP/11 " 388 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A.H

- . . - - - -
il n/2024-02-22-20 +030(0 nuxt/BmOsH HTTP U5 E MO 2 0 (Windows I 0.0.0- Wing4: x64: ) AppleWebi 5 (KH M ke Gecko h[OMmE 406356 Not-A



Kak 3TO AenaeT?

Jloru ceccumu (18) B MoncBeyeHHble CTPOKKH — ~

Oexoguposate - fla X COHpOCHTE $MNLTDSI

| BREEEFDD) - - | [04/Jul/2024:02:17-52 +0300]1 " GET / HTTP/1.1 ™ 162103 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 "

: JNFRXE0] - - | [04/Jul/2024:02:18:01 403001 POST //jscripts/tiny_mce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP.. " 887315 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
| BRgEEFLD] - - | [04/Jul/2024:02:18:12 +0300]1 | POST //templates/default/js/tiny_mce/plugins/ajaxfilemanager/ajax_create_fo.. " 887394 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
INgExR0] - - [04/Jul/2024:02-18:24 +0300] " POST //is/tiny_mce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP/11 " 887292 " - " " Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebKit/537.36 (KHT
SINFRRFl o) - - | [04/Jul/2024:02:18:34 +0300] " POST //plugins/tinymce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP/... " 887306 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
ANFAEFO0] - - | [04/Jul/2024:02:18:48 +03001" GET /env HTTP/11 " 159477 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 ©
| EXNggsrd] - - | [04/Jul/2024:02:18:58 +0300] " GET /git/config HTTP/11 " 159504 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36
: INFAXPO] - - | [04/Jul/2024:02:19:20 +0300]" GET /jQuery-File-Upload/server/php/index.php HTTP/1.1 " 159504 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
| IFRaAEFO - - [04/Jul/2024:02:19:44 +0300]1" GET /iquery-file-upload/server/php/index.php HTTP/1.1 " 159505 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
: JINFEXFO] - - | [04/Jul/2024:02:19:54 +0300]" GET /logs?dl=Li4vLi4vLidvLidvLidvLidvLidvLidvLidvLidvLidvLidvLidvLidvZXRiL.. " 159506 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
1 INFARFL0] - - [04/Jul/2024-:02:20:05 +03001 " POST /_ignition/execute-solution/ HTTP/1.1 " 159503 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758
| BRAEEFL] - - | [04/Jul/2024:02:20:18 +0300] " GET /laravel-filemanager/download?working_dir=/./w/-/ft /-t ok of Sk o f ] e 159545 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
ANFEXFON] - - | [04/Jul/2024:02:20:27 +0300] " POST //vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php HTTP/1.1 " 887236 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like (
ANFEXFO0] - - | [04/Jul/2024:02:20:42 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2& hash=/bpzLJwPB3G1.. " 159572 " - " ¥ Mozilla/5.0 (Windows NT 10.0;: Win64: x64) AppleWebKit/537.36 (K
INFERFL0] - - | [04/Jul/2024:02:20:52 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2&_hash=xstX3H+E5CkU.. " 159581 " - " * Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
|16 | BANERRO] - - | [04/Jul/2024:02:21:06 +0300]1 " GET /_fragment?_path=_controller=phpcredits&flag=2& hash=0DTeh3w19uKJI.. ~ 159585 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
L QNFEEFO] - - | [04/Jul/2024:02:21:18 +0300]1 " GET /_fragment?_path=_controller=phpcredits&flag=2&_hash=Sq11AkUFgbMpf.. " 159581 " - " © Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
1 SINFRRFl0) - - | [04/Jul/2024:02:21:34 +0300]1 " GET /application/configs/application.ini HTTP/1.1 " 159499 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4
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MOXKeT paboTtaTtb ¢ Nt06bIMU BeO-pecypcamu
n HE Tpebyet BpemMeHn Ha obyuyeHme
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[[JAML



OcCHOBHbIe

BbifiBJ1IeHMe aTaKyoLLMX CeCCMM Ha Beb-pecypChbl

B/1IOKMpPOBKaA aTaKYyOLWKMX CECCUN

NMakeTHaa obpaboTka XXypHasnoB Beb-cepsepoB rJ AM
NMoTokoBasa o6paboTka XXypHa0B

HenpepbiBHOEe 0by4yeHune

BbiAB/1eHMe aTaK HyZ1eBOoro AHA

He 3aBMCUT OT cTeKa 3almLLaemMoro Beb-pecypca

[Toaaep>Xka BUPTYAJIbHOIO NAaTYMHIA



CpaBHeHne WAF n ANMIL

PyYHKLUKMOHAIbHAA

XapaKTepPMCTMKA

[IpMHLUMN AeTeKTUPOBAHMA aTakun

ApPXMTEKTYPA NOAK/IHOYEHNSA

AHann3 3amMdppoBaHHOIO
TpaduKa

BroknpoBKa BpeJOHOCHOIO
Tpadumka

Ha 6a3e oTAe/ibHbIX 3aNpoCoB
(CMrHaTypHbIN AaHaNM3)

YCTaHaB/IMBaeTCA B «pa3pbIB»
(nepepn Beb-pecypcom, MoXeT bbITb
TOYKOWM 0TKa3a)

Na (tTpebyeT 3HaUYNTENbHbIX
annapaTHbIX pecypcoB)

[a

AML Web Protection

Ha 6a3e ceccum (rpynna 3anpocos,
06beaNHEHHbIX MO KPUTEPUAM.
[NloBeaeHYeCKNIN aHaIN3)

YcTaHaBAnBaeTCa «COOKy»
(mnoslyyaeT XypHasbl c Beb-
cepBepa)

AHann3 3anmncen xXypHana (He
Tpaduka

a (c noMoLLbI0 MEX3AHN3MOB Beb-
cepBepa wnau apyrux MC23)




CpaBHeHne WAF n ANMIL

PyYHKLUKMOHAIbHAA

AML Web Protection

XapaKTepPMCTMKA

BHeopeHue

PasMelleHne Beb-pecypca ona
3aLLUThI

PeTpocneKTUBHbIN aHan3 (aHaNm3
co6bITMI U3 NPOLLJIOTO)

CkopocTb 610KNpOBKM

CNo>XHO (CTOMMOCTb BHEAPEHUA
NHOI A MOXET A0CTUraTb
ctonmoctnt WAF)

BHelwwHWM nepumeTp, 06/1aKo

YaCcTn4HO

1o nepepayn 3anpoca Ha Beb-
cepBep

[pocTo (TpebyeTcs HacTpomnka
nepeaaymn XXypHai0B BCTPOEHHbIMMU
cpeacTBamm)

BHelwwHWW nepmumeTp, 061ako,
BHYTPEHHME CaUTbI

Ia (nepeaaya >XXypHasna Beb-
cepBepa)

[Nocne nepeaaymn xypHana (He
6osiee 1 MUH, YTO NO3BOIAET
336,10KMpoBaTb aTaky A0
HacTynaeHma yuepba)




[Toka3saTenmn paboThbl

Beb-pecypc

Cant MmnHucTepcTBa
undppoBoro
Pa3BUTMA N CBA3MU
cybbekTa PO

Cant
AQMUNHNCTPaLNN
[MpaBnTENbCTBA
cybbekTa PO

NHPOpPMAaLIMOHHbIN
nopTan
obpa3oBaHmA
cybbekTa PO

/]

Pe)Xxum

NOTOKOBbIW, 15 AHeNn
247

NOTOKOBbIW, 15 AHeNn
247

NaKeTHbIN, BeCb
2024 rop,

Ceccum Bcero

3 606

20 037

1429 661

NMoAaTBepXXpeHo
aTakK

10

12

43

on €HO
Aonyw % owunbok

owmnbok

4 NNTOXXHbIX

0,1

cpabaTtbiBaHMA

7 NO>XHbIX

. 0,03
cpabaTtbIBaHM
39 - TOXHbIX

cpabaTbiBaHM 0,004

18 - nponyckoB
(oQHOTMMNHbIE aTaKK)

CtopoHHue C3U

WAF

WAF

WAF



YrHaTtb 3a

46.226.166.50

Mozilla/5.0 (X11; Ubuntu; Linux i686 on x86_64; rv:50.0) Gecko/20100101 Firefox/50.0

O6uwan nupopmaumus

Mapcep: Combined
Bepcusa mogenu: 13-02-2025_3
lNpenckazaxHne noaTBepXaeHo: fa |

Jlorm ceccum

46.226.166.58
46.226.166.58
46.226.166.58
46.226.166.58
46.226.166.58

[14/Jul/f2624:88:24:54
[14/Jul/f2824:88:24:55
[14/Jul/f2624:88:24:56
[14/Jul/f2824:88:25:82
[14/Julf2624:88:25:28

+0300]
+0300]
+0300]
+0300]
+0300]

cek. v

CpeqHWii puck

KonuuyecTBO CTpOK: 5
dain c noramu:
Puck nogreepxaeH: fa |

"GET / HTTP/1.8" 288 148822 "-" "Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86 64; rv:58.8) Gecko/28166181 Firefox/58.8"

"GET /bitrix/tools/composite data.php HTTP/1.8" 288 318 “https://infotecs.ruf/" "Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86 64; rv:58.8) Gecko/281808181 Firefox/58.8"

"GET / HTTP/1.8" 280 148822 “https://infotecs.ru/bitrix/tools/html editor action.php” “"Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86 64; rv:58.8) Gecko/28180161 Firefox/58.8"
"POST /bitrix/tools/accesson.php HTTP/1.8" 484 93820 “https://infotecs.ru/™ "Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86 64; rv:50.8) Gecko/28168181 Firefox/58.8"

"POST /bitrix/tools/eedbdccfabla.php HTTP/1.8" 484 93181 "https://infotecs.rufbitrix/tools/accesson.php” "Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86 64; rv:56.8) Gecko/281ee61




UNION+SELECT

C 22  hw2.aml.am.int/sites/1/watch/1/sessions/24645

91.244.183.46

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.(

O6wana uHbopmaLus Coaal e

HaTta v Bpema Hayana: 31.03.2025 04:57:24 Mapcep: Combined
[lata v BpeMs OKOHYaHUA: 31.03.2025 06:54:34 Bepcusi Mogenu: 22-03-2025_2
OnutenbHocTb: 01:57:10 KonuyectBo cTpokK: 98
MNpepackazanue noarsepxaeHo: fa | dawnn c noramm:

Puck noareepxaeH:

Jloru ceccum

FL. L9, 10D.90 = = |24/ MAI’J £9LD . . . TO390 | FUDI / TURT 1L S 4L nNMHiryai.1 L9099 117 FLLPS//7AanNTouLeELS .. T'U/ TUnRT L = 1 FMULLLLd/D.0 {WLIUUWS NI 19.9; WLIIDG,;, XO4) APPLUEWNEUN

91.244.183.46 [31/Mar/2025:085:51: +0300)] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 “"https://infotecs.ru/'+OR+'1'="1" "Mozilla/5.@ (Windows NT 10.0; Wi
Safari/537.36"

91.244.183.46 - [31/Mar/2025:05:51: +0300] "GET /'+UNION+SELECT+NULL-- HTTP/1.1" 404 92215 “-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 1i

91.244.183.46 - [31/Mar/2025:05:51: +0300] "POST /'+UNION+SELECT+NULL-- HTTP/1.1" 200 119 "https://infotecs.ru/'+UNION+SELECT+NULL--" "Mozilla/5.@ (Windows NT 10.0; Wi
Safari/537.36"

91.244,183.46 - - [31/Mar/2025:05:51: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+UNION+SELECT+NULL--" "Mozilla/5.@ (Windows N
Chrome/134.0.0.0 Safari/537.36"

91.244.183.46 - - [31/Mar/2025:05:52: +0300] "GET /'+or+'1'="1 HTTP/1.1" 404 92182 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
91.244.183.46 - - [31/Mar/2025:05:52: +0300] "POST /'+or+'1'='1 HTTP/1.1" 200 119 “"https://infotecs.ru/'+or+'1'="1" "Mozilla/5.@ (Windows NT 10.09; Win64; x64) AppleWebKi

91.244.183. - - [31/Mar/2025:05:52: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+or+'1'="1" "Mozilla/5.0 (Windows NT 10.0; Wi
Safari/s537.

91.244.183. [31/Mar/2025:085:52: +03008)] "GET /'+or+l=1-- HTTP/1.1" 44 92176 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) (
91.244.183. [31/Mar/2025:05:52: +0300] "POST /'+or+l=1-- HTTP/1.1" 200 119 "https://infotecs.ru/'+or+l=1--" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit
91.244.183. [31/Mar/2025:05:52: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+or+l=1--" "Mozilla/5.0 (Windows NT 10.0; Wi




Crapbin 4o6pbin v

O6was unpopmMmaLus Cpemit puck

[lara n Bpema Hauyana: 30.10.2023 00:16:45 Mapcep: Combined
[ara n BpeMs OKOHYaHUA: 30.10.2023 00:18:46 Bepcua Moaenu: 04-03-2025_1
O nuTenbHoCTL: 00:02:01 KonuwyecTBO CTPOK: 6
lNpepnckaszanve NnoaTEEpXOeHo: Oa | dailn c noramu:

Puck noaTBepXOeH:

Jlorm ceccum

79.137.287.224 [29/0ctf2823:17:16:45 -8488] "GET / HTTP/1.8" 280 35789 "-" "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/2081080181 Firefox/58.8"

79.137.287.224 [29/0ct/28623:17:16:46 -8488] "GET /6cbaf23blb63_php HTTP/1.8" 381 - “https://protelion.com/™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/28188181 Firefox/58.8"

79.137.287.224 [29/0ct/2823:17:16:46 -08488] "GET /6cbaf83blb63.php/ HTTP/1.8" 484 31811 “https://protelion.com/™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/28188101 Firefox/56.8"

79.137.287.224 [29/0ctf2623:17:18:45 -8488] "GET /bitrix/tools/composite_ data.php HTTP/1.8" 288 315 “https://protelion.com/6cbaf83bib63.php/™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/28188181 Firefox/58.8"

79.137.287.224 - [29/0ct/f2823:17:18:46 -8488] "POST /bitrix/tools/vote/uf.php?attachId[ENTITY TYPE]=CFileUploader&attachId[ENTITY ID][events][onFileIsStarted][]=CAllAgent&attachId[ENTITY ID][events][onFileIsStarted]
[ ]=Update&attachId[MODULE ID]=vote&action=vote HTTP/1.8" 381 - "https://protelion.com/bitrix/tools/composite data.php™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/28108181 Firefox/58.8"

79.137.287.224 - - [29/0ct/2823:17:18:46 -8488] "GET /bitrix/tools/vote/fuf.php/?attachId[ENTITY_ TYPE]=CFileUploader&attachId[ENTITY ID][events][onFileIsStarted][]=CAllAgent&attachId[ENTITY ID][events][onFileIsStarted]
[ ]=Update&attachId[MODULE_ID]=vote&action=vote HTTP/1.8" 484 31261 “https://protelion.com/bitrix/tools/composite _data.php™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/28188181 Firefox/58.8"




CeKYyHAbI

O6uan unpopmaLLMna HM3KMA PHCK

[ata u BpeMs Havana: 02.10.2025 21:41:35 MNMapcep: Combined
[laTa u BpeMs OKOHYaHWA: 02.10.2025 21:41:54 Bepcusa Mmoaenu: 18-09-2025_5
I nurensHocTk: 00:00:19 KonuuecTBO CTpOK: 99
lNMpenckazadve NOATBEPXAEHO: fa | dailn c noramu:

Puck noareepxneH: fla |

Jlorn ceccum (99)

Oexoguposate -[la X CoHPOCHTE $MNLTDEI

1) 35.182.88.72 [82/0ct/2825:21:41:35 / HTTP/1.1" 381 162 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

2) 35.182.88.72 [82/0ct/2825:21:41:36 / HTTP/1.1" 288 7242 "https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

3) 35.182.88.72 [82/0ct/2825:21:41:37 J.env HTTP/1.1™ 381 162 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .MNET CLR 2.5.26281; X11)"

4) 35.182.88.72 [82/0ct/2825:21:41:37 /.env HTTP/1.1" 483 199 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

5) 35.182.80.72 [B82/0ct/2825:21:41:37 /-remote HTTPf1.1" 381 162 “hitps://www.google.com/™ "Mozillaf5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

6) 35.182.80.72 [62/0ct/2825:21:41:38 /.remote HTTP/1.1" 483 198 “https://www.google.com/™ “"Mozilla/5.@ (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

7) 35.182.88.72 [B82/0ct/2825:21:41:38 /-local HTTP/1.1" 381 162 “https://www.google_ com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

8) 35.182.80.72 [62/0ct/2825:21:41:38 /.local HTTP/1.1" 483 199 “https://wew.google.com/™ “"Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

9) 35.182.88.72 [B82/0ct/2825:21:41:38 /.production HTTP/1.1" 381 162 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"




MEPCMNEKTMBHbIN
MOHWTOPWHI

A

Cnacnbo
3a BHUMaHuel

AnekcaHap lNywKkuH,

3aMeCTUTe/Ib reHepasibHOro ANPEKTopPa,
«MepcrneKTUBHbIA MOHUTOPUHI

Aleksandr.Pushkin@amonitoring.ru

e t.me/pm public amonitoring.ru



https://t.me/pm_public
https://amonitoring.ru/
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